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Abstract
The current power system has several management &
operating systems based on different standards, and
each system uses a variety of communication protocols
and data models, causing the lack of interoperability of
data. To support new services on the distribution
domain such as peer-to-peer energy trading in
distribution systems, all the data should be considered
in an integrated way. We propose the layered
architecture which has the management & operation
system platform in the middle, through which all
management and operation data can be shared
between the physical power system and the cyber
physical system and utilized to derive necessary
control functions for the application. The platform also
has an integrated data model and provides layered
services to ensure the interoperability.
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raise the problem of interoperability of data usage in
light of meeting the challenge of new services on the
distribution system domain such as peer-to-peer energy
trading. To overcome the limitations described above,
an integrated way of handling various data of different
systems is required.

Distribution system architecture, Management &
operation Platform, Integrated data model, Layered
services

The paper proposes an approach of using the platform
to overcome limitations of using different
communication protocols and data models and
enabling new services on the distribution system
domain to utilize data necessary for processing in an
integrated way. The paper, based on an architecture of
layered systems, focuses on the data communication
method between the management & operating system
level and the CPS level. The interoperability is the
most important issue for the data communication. To
ensure the interoperability of the data communication,
an integrated data model and layered services are
required. The layered services are not only focusing on
communication per se; it should focus on the functions
required by the power system.

1. INTRODUCTION

2. ARCHITECTURE OF LAYERED SYSTEMS

For the electrical power industry, the necessity for data
management in the physical power systems is
continuously increasing. North America, Europe, and
China are making an effort to develop the platforms
which are able to collect, process, and manage data of
physical power systems efficiently [1-4]. The platform
is intended to provide the physical power system data
to new services at the application domain.

The proposed architecture is a model of system layers
which consists of four layers. Fig. 1 shows the layered
system architecture for the power system suggested in
the paper.
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In the conventional electrical power system, each
system component maintains its own communication
protocol and data model for management and operation
of data according to each purpose. For example, the
substation automation system (SAS) is based on IEC
61850 as a communication protocol and a data model.
The IEC 61850 is an international standard defining
communication protocols for intelligent electronic
devices (IED) at substation automation systems (SAS)
[5]. The energy management system (EMS) is based on
IEC 61970 as a communication protocol. The 61970
series define communication protocols in order to deal
with the application program interfaces for energy
management systems [6]. All the protocols mentioned
above have different data models and services.
Different communication protocols and data models

The physical system collects all data related to devices
and operation of the distribution power system. The
cyber physical system (CPS) is designed to mirror the
real-world physical system to contain all relevant data
in order to simulate the physical system. The
application layer can perform a variety of applications
with the data from the CPS such as state estimation,
prediction, long-term planning and so on. The
application level can make operational and control
decisions that take into account peer-to-peer energy
trading and system monitoring/analysis, then transmits
the control decision to the physical system after
performing prediction and virtual control at the cyber
system.
The management & operation system collects data at
the physical system level and then transmits the data to
the CPS level. The management & operation system
platform must be able to handle data from both systems
at the physical system level and the CPS level, and

provide necessary information required by the services
at the application layer on-demand.
The power system has some management & operating
systems such as EMS (Energy Management System),
DMS (Distribution Management system), DERMS
(Distributed Energy Resources Management System),
SAS and so on. Each management & operating system
use a variety of communication protocols such as IEC
61970, IEC 61968, MODBUS, and IEC 61850 [5-8]. In
addition, the IEC 60870 is used as a communication
protocol for the distribution power system in Europe
and the DNP is used for the same purpose in North
America [9-10]. The IEC 62325 is related to
deregulated energy market communications [11]. The
data from the indivisual system must be collected into
the management & operating system platform.

management & operating systems with different
communication protocols such as MODBUS, IEC
61968, IEC 61970, IEC 61850, and the like. Then
those data models are converted to transmit to the CPS
through a gateway of the platform. The protocols of
IEC 61968, IEC 61970, and IEC 62325 are using the
common information model (CIM) for the data model.
The CIM is an open standard which defines how
managed elements in an IT environment are
represented as a common set of objects and
relationships between them based on UML (Undefined
Modeling Language). For the data from the distribution
power system, the protocols used in distribution power
system must be considered.

Fig.2 Detailed architecture of the proposed platform
3. INTEGRATED DATA MODEL

Fig.1 Architecture of layered systems
Fig. 2 shows the detailed structure of the proposed
platform. There is a data bus and an engine in the
platform. The gateways are for converting the data
models of other communication protocols to an
integrated data model. The data are collected from the

For the interoperability of data, the integrated data
model must be considered. The integrated data model
should allow multiple parties to exchange data.
However, the integrated data model not only represents
the data of managed elements and of the distribution
power system, but also provides means to actively
control and manage these elements. By using an
integrated data model, management software of the
management & operating system platform can be
written once and work with many implementations of
the data models without complex and costly conversion
operations or loss of data information.
The CIM is suggested as the integrated data model in
this paper. The CIM infrastructure specification defines

the architecture and concepts of CIM, including a
language by which the CIM schema including any
extension schema is defined, and a method for
mapping CIM to other information models, such as the
simple network management protocol (SNMP). The
CIM architecture is based upon UML and objectoriented. The managed elements are represented as
CIM classes and any relationships between them are
represented as CIM associations. Table 1 shows the
protocols used mainly in the power systems, and the
types of the data models used by protocol types. The
protocols of IEC 61968, IEC 61970, and IEC 62325
are using CIM for the data model.
Protocol

Data model

IEC 61968

CIM

IEC 61970

CIM

IEC 62325

IEC 60870

CIM
LN
(Logical Node)
Index base

DNP

Index base

IEC 61850

MODBUS
Object types
Table 1 Types of the data model used by protocols
As shown in Table 1, CIM is mainly used by the
protocols for the distribution power system. CIM is
modeled using an object-oriented language based on
UML, and a lot of research is being conducted on a
method of converting the data models used in other
protocols to the CIM structure with a gateway [12, 13].
Furthermore, because CIM is modeled as an objectoriented language based on UML, it is easy to develop
and manage from an engineer's perspective. Therefore,
the CIM is proposed as the integrated data model in
this paper.
4. THE ROLES OF THE LAYERED SERVICE
To ensure the interoperability of the data
communications, an integrated data model and layered
services are required. The layered services are not
focusing on communication; it should focus on the
functions required by the power system.
The platform for the distribution power system is
required to transmit data not only to the CPS but also
from the CPS to the platform. At first, the CPS requires
distribution power system data to simulate the physical
system in the cyber system. Then the CPS do
simulation for the functions of the application such as
generation/load prediction, operating planning, power
trading, and the like. Each function provides a variety
of services and control indications. Therefore, the
platform must be designed to provide the services to
process the bi-directional data to the CPS and also
from the CPS to the management & operating system

platform. In addition, the layered services must serve
two purposes such as facility monitoring and control
indications. The facility monitoring service provides
the services of request/response methods and the
services of publish/subscribe method, and the control
indication service provides the services of
request/response methods.

Fig.3 The diagram of data flow
Fig. 3 shows the diagram of data flow. As shown in the
figure, the data from the physical system is collected
into the management & operating system platform,
then transmitted to the CPS after being converted to the
integrated data model. The CPS simulates the required
functions from the application layer, and also
conversely delivers the control data from the
application level for the power system. The CPS
determines which control is to be performed according
to the simulation results.
One example of this operation on the model can be
explained for the application of EV charging system to
peer-to-peer electric power trading. The management
& operating system platform collects the data of
distribution power system from the distribution energy
system (DES) and then delivers the data to the CPS.
The application layer acquires the data of distribution
power system through the CPS. Then the CPS do the
simulation with the data of the distribution power
system and generate the results for the control of the
application layer. After performing prediction and
virtual control, the CPS transmits the control data for
the EV charging system through the management &
operating system platform. A series of operations
through the platform proceeds like these procedures.
5. CONCLUSION
The power system has several data management &
operating systems. However, since those systems use a
variety
of
communication
protocols,
the
interoperability of the data models becomes the

problem. A conceptual approach of using the platform
is suggested for coping with this problem. This paper
focuses on the data communication method between
the physical power system and the platform, and
between the CPS and the platform. To ensure the
interoperability of the data communications, an
integrated data model and layered services are also
suggested. In particular, the paper focuses on
suggesting how to use the integrated data model and
identifying the roles of the layered services.
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