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Evolution of communication networks for
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Abstract--We overview the current distribution automation
system in Korea and point out the limitations of the distribution
services which can be provided by the current system. In this
paper we propose a new distribution system architecture which is
based on the peer-to-peer communication model. In this
decentralized architecture the intelligent FRTUs can initiate data
transmission without any intervention of a central server, and
can exchange data with other FRTUs as peers. In order to
support the peer-based distribution system, we specify the
requirements for new communication network and suggest a way
of improving the current distribution network where we adapt
an intelligent module for protection and restoration, called
MASX, and utilize the open communication network protocols.
We also show how the new architecture can enhance major
distribution services such as protection, automatic restoration,
and facility management.
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I. INTRODUCTION
The distribution automation system (DAS) provides
capabilities for a central server to collect operation data such
as voltage and current, to monitor and control feeder remote
terminal units (FRTU) which are scattered in the distant area,
and to detect and restore faults automatically [1].
The important service elements for operating the
distribution system are protection coordination, fault
restoration, and facility management. The current system in
Korea is based on a centralized architecture to provide these
services. A central server gathers data from FRTUs
periodically by polling and sends control commands to them.
FRTUs can not initiate any control, being dependent on the
server in every action.
Due to the centralized architecture the current distribution
system does not offer protection coordination which can be
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achieved by exchanging information between FRTUs.
Moreover, it takes a few minutes to restore faults because a
central server should collect fault information from FRTUs
and analyze it to send control commands to them. Even
though facility management is based on real-time monitoring,
a little delay can not be avoidable due to its center-oriented
characteristics.
In order to provide efficient services for protection
coordination, fault recovery, and facility management, a
decentralized architecture is required for the distribution
automation where FRTUs can exchange information each
other without any help of a central server [2]-[3]. In this paper
we look into the current communication architecture and
technology for the distribution automation in Korea and
analyze the requirements for the communication infrastructure,
and finally propose the evolutionary stages of the
communication network architecture to satisfy these
requirements.
II. DISTRIBUTION AUTOMATION SYSTEM IN KOREA
A. System components
Two integral components of the distribution automation
system are FRTUs and a DAS server. An independent
distribution system consists of approximately 100 to 500
FRTUs depending on the geographic size. A local distribution
system has an area of at most 20km. Fig. 1 shows the basic
structure of the distribution system. This system has DAS
servers located in a central control station which collect data
from FRTUs and send control commands to FRTUs.
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B. Communication network architecture
In addition to these power system components, the
information infrastructure is necessary to exchange data
between them. The distribution communication network in
Korea is currently constructed using various transmission
media and technology. Table 1 shows the composition of
various transmission media currently installed in the
distribution communication network in Korea. As shown in
this table, optical fiber consists of more than 40%, and its
share will be increasing.
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Fig 2. DAS network architecture based on the optical ring in KOREA

Fig. 2 shows the current fiber-based communication
network. As shown in this figure, a DAS server and FRTUs
are connected to optical ring via modems which have a speed
of E1 (2Mbps). A DAS server is connected to a modem via
Ethernet while FRTUs are connected to RS-232 serial ports of
modems. In this communication architecture each FRTU
cannot exchange information directly each other. Instead the
DAS server in the middle delivers data between FRTUs. Thus
in order to improve performance and provide enhanced
services in the distribution system, we need to have a
communication architecture to offer capability that each
FRTU can exchange information each other without any
intervention of a DAS server.
TABLE 1. PROMOTION STATUS OF DAS COMMUNICATION NERWORK IN
KOREA
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III. COMMUNICATION TECHNOLOGY
A. Ethernet as an access network technology
Ethernet has long been considered a flagship LAN
technology. With a widespread use of gigabit Ethernet and an
advent of 10 gigabit Ethernet, Ethernet reassures its position
as a high-speed data transmission technology. Recently the
use of switches makes Ethernet technology one of the most
competitive technologies for metropolitan area network
(MAN), pushing Ethernet beyond its traditional geographical
boundary [4]-[5].
The traditional subscriber network is based on the
telephone infrastructure. These days customer's needs for
high-speed data service brought about new high-speed access
technologies. Digital subscriber lines (DSL) and hybrid fiber
coaxial (HFC) networks are the most popular technologies
among them. While the wired networks become faster with
the increasing deployment of optical fibers, wireless access
network has its own edge over the wired forerunners with the
emerging new generation wireless technology.
Metro Ethernet which utilizes 10G Ethernet and switch
technology is recognized one of the most promising
technology in the metropolitan area because it can cope with
the voice-oriented traditional transmission channel usage and
provide the high utilization of communication channels for
data traffic [6].
The reasons that Ethernet keeps having competitive edge
over other technologies are pointed out as follows. First
Ethernet, based on the packet switching technology, can make
the most of link utilization by link sharing, consequently
reducing the cost per bandwidth. Second, since Ethernet has
long been used widely, its products including chips and
switches are relatively cheaper than any other competing
technologies. Third, Ethernet has long been verified by
network managers as stable and ease-to-use technology.
B. IP-based integrated services
With the widespread use of Internet, the IP-centric
integration will be gaining momentum. The IP-based
integration can be mentioned from two perspectives. One is
the evolution toward IP-centric networks. The access
networks as well as the core networks will progress toward
networks that favor the delivery of Internet traffic. The other
is the IP-centric service integration. Every service will be
provided based on the IP networks. Not only data traffic but
also voice traffic and video traffic will be delivered on the IP
networks in the future.
Considering the trend of IP-based integration, it is desirable
that the distribution networks will be based on the TCP/IP
protocols. This will help the distribution system benefit from
the use of the Internet technology. More importantly, the
future power system networks including the SCADA system
will be moving toward the networks based on the open
standard protocols, especially TCP/IP protocols [7]. Thus
power systems networks can be built on the common network
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protocols and provide services based on the integrated
networks.
C. Power Line Communication
In the power system Ethernet technology is applied to the
high-end system including EMS and SCADA, while serial
communication is common in the low-end system. Currently
the power line communication (PLC) is emerging as new
communication technology. Recently PLC technology begins
to be deployed in real networks and shows its possibility as a
potential competitor in the market [8]-[9]. One of advantages
of PLC technology is its low investing cost and operating cost.
The application of PLC technology is divided into three
parts: 22.9kV high voltage section, 220V low-voltage section,
and indoor section. In the first two sections, PLC technology
can be used as access network technology, and in the indoor
section, it can be used for home automation and networking.
In particular, in the low-voltage section PLC can be used for
communication between FRTUs.
The disadvantage of PLC use in the distribution network is
its inability at a stoppage of power supply. For this reason it is
not possible to use PLC for fault detection and restoration.
The most promising application in the high and low-voltage
section is the automatic meter reading and Internet access
network technology.
IV. REQUIREMENTS FOR NEW DISTRIBUTION NETWORK
ARCHITECTURE

A. Distributed architecture
In the advanced power distribution system, more intelligent
devices will be introduced. They are indispensable to
maximize the efficiency of the system and provide new
services. These devices will be functioned as nodes of the
distribution communication network. The model of the future
distribution network should accommodate the functions of the
nodes as intelligent devices in the following way.
First, direct communication between nodes should be
supported. To do this, each node should act as a server as well
as a client as needed basis. Each node can request information
that it needs to other nodes directly, and receive the
information from other nodes directly as well. Each node acts
as a peer to other nodes and their communication is achieved
without any intervention of a DAS server. The peer model
will offer the distribution system more capability to provide
new services and to increase its efficiency.
Second, each node should have its unique network address
to be identified in the network. To have a unique address is
indispensable element for the peer model service. The new
address structure can be introduced for this purpose, but
alternatively the existing address such as IP address can be
applied. Not only having its own address is necessary for
acting as a peer, but it also provides the network platform
which can treat and control all nodes in the integrated domain.
B. Communication protocol
One of the purposes of the distribution automation system

is real-time control of the whole system which encompasses
substations and residential areas as well as the distribution
system. To achieve this goal, the distribution network should
be designed to integrate the whole system.
We need to consider the following factor to construct the
integrated network. The network should be based on a
common network protocol so that services can be provided
transparently regardless of underlying communication
technology and transmission media. The common network
protocol should be not a closed one which is used in a
particular system or group, but be an open network protocol
which can be accepted and accessed easily by all users.
In this respect the TCP/IP protocol is the most promising
candidate to incorporate all the heterogeneous elements in the
current distribution network. The TCP/IP protocol is widely
used in most networks, and it will be more and more accepted
as the universal network protocol, in particular with the
increase of web-based application and the transition to IPv6.
The TCP/IP protocol is already adapted in the SCADA
system. The use of this protocol in the distribution network
will expedite seamless integration with the SCADA system
and boost the service expansion with the compatibility with
other existing networks including corporate networks.
Figure 3 shows the protocol stack when the TCP/IP
protocol is adapted in the system. The DNP 3.0 protocol can
be replaced by other IEC protocols and application over DNP
3.0 will be provided regardless of any underlying
communication infrastructure and network protocols [10][]11].

DNP 3.0

DNP 3.0

TCP/IP

TCP/IP

Ethernet

Ethernet

Fig 3. Protocol stack based on TCP/IP and Ethernet

C. Security
Until now, the distribution network is closed from any
access outside, and is unlikely to experience from any cyber
attacks. The security approach is also focused on the physical
protection, so called “security by obscurity.”
However, network security will become a critical issue if
the distribution network is moving toward integrating with
other networks which naturally are based on the open standard
network protocols [12]-[13].
Many security measures and protocols have been
developed and applied in the current network, especially the
TCP/IP-based network. Not all security measures can be
applied to the distribution network. The important thing in the
security issues is to define the proper requirements peculiar to
the distribution network. What we need to consider in the
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distribution network are as follows. First communication
nodes, that is, FRTUs, are located in the metropolitan area of
at most 20km as mentioned in section II. This is in contrast to
the SCADA system which is intrinsically a LAN environment.
Second, the communication node is an embedded system,
which means that it is unmanned and may have limited
computing power. Third, response to command should be
immediate, especially even more when the command is related
to fault indication and restoration [14].
D. Quality-of-service (QoS)
In the current distribution network application, the
exchange of information between a DAS server and FRTUs is
sporadic and generates light traffic. For this reason even
though the current network is based on serial communication,
the quality of network service is not a problem. However, as
the installment of FRTUs is increasing, and new services are
introduced, traffic between nodes will be increasing. In this
case the quality of network services will become a critical
issue.
We define the term, QoS, as the network capabilities to
satisfy the service requirements of customers. By this
definition, the first requirement of customers is network
stability and reliability. To meet this requirement, network
should operate robustly, and has a self-healing function when
it has any fault. The network protocol should guarantee the
error-free data delivery.
The second requirement is to guarantee data latency in
order to perform tele-control in real-time. The exchange of
control commands should be done within a required time. This
is related to the network performance.
V. EVOLUTION TOWARD NEW DISTRIBUTION NETWORK

Device (MASX) as an interim solution for distribution
automation system. MASX is a device which can perform
protection coordination, automatic fault recovery, and facility
management in the distribution system [1]. It also has Ethernet
port through which it is connected to modem, and
subsequently FRTUs with MASX can be connected to the
modem through Ethernet. MASXs have also other
communication ports such as CDMA, which can be used to
exchange data between MASXs by using other technology
than Ethernet.
Figure 4 shows the network configuration when MASX is
applied to the current distribution network. As shown in this
figure, FRTUs can communicate each other in the EthernetPDH/SDH-Ethernet way. The network with MASXs does not
change the current interface with optical transmission ring.
But this configuration enables FRTUs to act as peer nodes
each other, and the distribution system to provide new
services on this basis.
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Optical Network
E1(PDH/SDH)

Modem

Modem

: Optical Cable
FRTU
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(+MASX)
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ARCHITECTURE

A. Need for evolutionary approach
We explained the current distribution network in Korea in
section II. The first direction to enhance the distribution
network is to replace the serial communication by Ethernet.
Ethernet provides high-speed data transfer in a economical
way as mentioned in section III-A.
But the migration to Ethernet is not easy task. Now
approximately 30,000 FRTUs which support only serial
communication have been deployed. Thus transition to
Ethernet can not be done at one moment because of the cost,
but will take time. Another obstacle to move to Ethernet is
that the optical fiber ring in the transmission network is owned
by a network provider, not by a power company. Currently the
transmission is based on the plesiochronous or synchronous
transfer mode (PDH/SDH) over the fiber. The migration to
Ethernet is dependent of the transmission technique and
installment in this optical fiber transmission network.
Taking into these restrictions, we propose the stepwise
migration plan for the distribution network.
B. MASX-based communication architecture
We introduce a device which is called Multi-Agent Service

Fig 4. DAS Network Architecture with MASX

C. Ethernet-based network
As long as FRTUs are connected to the optical
transmission ring based on the time-division multiplexing
(TDM) transmission mode, we can not make the most of the
strengths of Ethernet. In order to cope with this limitation, the
transmission network to which all FRTU and DAS servers are
connected should be replaced by Ethernet-based access or
metropolitan network. Ethernet-based network can be realized
with the 10G Ethernet and Ethernet switch technology, which
can cover metropolitan area. Then FRTUs can enjoy full
speed and merits of Ethernet technology.
With Ethernet as an underlying communication
infrastructure, the future distribution network will be
progressed to accommodate the TCP/IP protocol as an open
standard network protocol. In this way the distribution
network can be integrated with the SCADA system and also
other networks, providing enhanced services.
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VI. NEW DISTRIBUTION AUTOMATION SERVICES
A. Cooperation and protection efficiency elevation
In the current distribution network, correction and
cooperation course with protective equipments of a high
electric current corrects considering maximum load of
terminal protective equipments and the protective equipments
of a high rank and a low rank will be cooperation when it
provides a tap which is an electric current of the minimum
action and choose T-C (time-current) curve which get an
action time difference.
For example, the No.2 equipments and the No.3
equipments cooperate with each others in Fig.5. When the
protective section of No.3 equipments is out of order, a load
with sources of electricity in No.3 equipments give power
without impediment as No.3 equipments which are the fast
with action time act as main protection.

restrain carry out of back up protection to the high level
protective equipments. If it design and use specific protection
and cooperation algorithms, the same with existing, it gets
protection and cooperation with acting time at occurring a
difficulty communication. The algorithms include existing
time cooperation method and occurring protection at the many
faults in a difficulty communication or protective equipments.
If communication time is faster then existing time cooperation
without a difficulty communication for protection and
cooperation, performance of protection and cooperation will
be improvement because it can more fast performance of main
and back up protection.
B. Restoration automation efficiency elevation
DAS

Reporting
Fault

Δt
1

Δt
2

: Protection equipment

Δt
3

Δt

Decision of
Restoration
Solution

Δt
4

DAS

Operator
: Different time of protection device

Fig 5. Protection and cooperation method among the protective equipment

However, If No.3 equipments are out of order, back up
protection, which act No.2 equipments after minimum time
△t2 protect power utilities such as a transformer from a break
down of an electric current. △t2, time of active cooperation,
is against time to protection and relay method with a system in
here.
But it is possible that protection and cooperation method
can not completely protect or △t can get several minute, not
several second. Nevertheless, if among protective equipments
exchange information using P2P communication, some
problems is easily solved.
If among No.3 and No.4 protective equipments are out of
order in Fig 5, information of the fault indicator detects from
No.1, 2, 3 protective equipments with fault occurrence. If
protective equipments detecting fault current with P2P
communication have judgment ability to find a fault section
with asking existence and nonexistence of fault indicator to
low protective equipments to do protection and cooperation, it
can easily find a section of fault occurrence, and then it can do
a function of main and back up protection.
In Fig 5, it confirms acting information of a fault indicator
from No.1 to No.2 and from No.2 to No.3. When No.3 occur
information of a fault indicator, it should prepare back up
protection because No.1 and No.2 should act main protection.
However, when it asks a information of a fault indicator from
No.3 to No.4, if it does not answer or answer is “it does not
detect fault current”, No.3 should immediately control
something fault carry out main protection and send some
signal to No.4 for opening. After removing fault, it can

Restoration
Command

Fig 6. Restoration process of DAS

Currently, distribution automation system method is the
same Fig 6. After it receives and judges all information form,
control instructions send that is related one by one. But at
network, showed the Fig 7, if current distribution automation
system becomes restoration that is like to result of Fig 8, it
must have communication with all nodes to consider
communication delay or loss from the net work to the center
for correct fault section detecting. Therefore, after
communicating the node of 14 units for each acquisition of
information, the number of communication calculate
restoration solution. And it should be communicating of 8
times because the nodes of 8 units carry out switching to act
restoration. It needs using time of communication of 22 times
because
using time of communication is showed
communication structure of one to one
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Substation
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4
12

13

14
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: Open

5

6

7

8

6
Fig 7. Example distribution network

VII.

But distributed restoration system that is showed Fig8 is
different side of efficiency or time. Communication of the
number of 14 which transfer to its center interchange of
information mutually using distributed communication
networks and surrounding node in accordance with naturally
occurring F1 in each node. It expeditiously detects and divides
a fault section so it is delayed the order of priority.
Accordingly, at restoration action, communication of the
number of 14 can reduce a couple of max for interchange of
information mutually. When each node detects fault section,
each node also transfers power failure restoration due to
distributed communication structure. Node that should be
switching is the number of 8 because of the possibility of
multi communication and the paratactic communication. The
time required communication becomes the time required three
times from eight times. It completes the power failure
restoration. It display like table2.

CONCLUSION

Due to its centralized structure, the current distribution
automation system in Korea has the limitation to provide the
most important services such as protection coordination, fault
restoration, and facility management. To overcome this
limitation we propose a distributed architecture where FRTUs
can communicate each other as peer-to-peer mode. We also
investigate the current distribution network and
communication technology, and define the requirements to
provide the capability to the distribution network. In order to
accommodate these requirements, the distribution network
needs to migrate to Ethernet-based network based on the
TCP/IP protocol as an open standard protocol. Taking the
current situation into consideration, we propose a MASXbased network as an interim solution.
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